PROCEDURE FOR DSC CONFIGURATION
INSTALL GEMALTO TOKEN DRIVER
A. Installation of the driver has to be done for the first time and only once.

B. Open the Browser and go to http://nicca.nic.in

C. Click on Download Smart Card/USB e-Token Driver as shown in below.

2 NIC Certifying Autharity - Windows Internet Explorer BEE

@ A [ hesiijricea nicin i
File Edit Wiew Favorites Tools Help

s Favorkes (& NIC Certifying Authority j J

) Your current securky settings put your computer & risk, Cick here bo changs your security settings. . x

The maximum time limit

Pls read carefuuly Encryption Key Backup Procedure

View DSC Fee Structure  Download DSC Request Form  Download Smart Card/USB eToken Driver

2000
Ttis to bring to the notice of all concerned that NICCA would start issuing DSC as per new cartificate profile s lsid down in the Interoperabitity
‘Guidelines, pon communication from CCA. Al application vendors are requested to test their application with new certficates(DSC) which can be
downloaded from here:  SHLA56 with 2048 Trust Chain

NOTICE: i i for Digital
Act.

#++ NOTICE *++
AllCARA ini: Offis required to i DSC with bits for their ROLE CARDS on immediate basis
because existing DSC cards with SHAL will not work for DSC issuance. Pls send your request immediately to NICCA Delhi. Those who have
already issued SHA256 card NEED NOT to request fresh DSC for their Role cards. (Pls update your client to JRE 6) Download JRE 6 (32 bif)
FAQs for DLL to select RAA & CAO carditoken
Prerequisites for Token [nstallation

As per CCA directives:
From Ist January 2012, NICCA shall issue DSC with Signature Algorithm SHA256 with 2048 bits key strength only. ||
“: Login
Member Login 3
Administrator Login 3

More

Instructions for Digital Certificate Enrolment:
Digital certificate enrolment & key generation on etoken/ smart card
supports only Windows XP/2000/Vista/7.0 with browser IE6/7/3 =l
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D. Click on SI. No. 15 Gemalto Token Windows Driver Download (zip format).
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E. Unzip the downloaded file as shown in figure.

= sc-sed-NIC[1].zip - WinRAR (evaluation copy)
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| [ || B scsednuichilzi - 21 archive, unpacked size 101,503,723 bytes |
Name O Size Packed | Type Modified CRC32
1E5)5C SED MIC-04-0... Folder 04-09-2012 12:20
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F. Install the driver by double clicking on install file, as shown in the figure
below. Click on Next button when prompted and click on finish button on
completion of installation.
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[Total 4 folders and 3,268, 306 bytes in 6 files
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G. On completion of installation of Gemalto token driver the short cut SC-SED
will come on screen as shown in figure.

#start| | 5] procedure - Micreso. PLET T RO

INITIALIZATION OF GEMALTO TOKEN
A. Insert USB token in the USB port.

B. Double click on that icon SC-SED and the SC-SED utility open up as
shown below. Under Select Card drop-down, select Gemplus USB Key Smart
Card Reader 0.

SC SED) cEigsll

Smart card for signing Eneryption and Decryption Driver
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As soon as the USB token will be inserted, a pop-up window appear and
will prompt you to enter the PIN and lable information e.g. your details (Name,
Department, Organisation). Enter these details and click OK. In approximately 30
seconds the token will get initialized.



NOTE: The default PIN for Gemalto e-Token is "0000" [Four times zero]

BROWSER SETTINGS

Active-X controls need to be enabled in Internet browser. In order to

ensure this, please do the following:
A. Open a browser window

B. Go to Tools>> Internet Option>>Security
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C. Click 'Custom Level' and set security level as 'Medium'
enable/prompt Active-X controls as shown below.
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4. DOWNLOAD AND INSTALL CERTIFICATE CHAIN
To download and install certificate chain follow these steps:

A. Open the browser and go to https://nicca.nic.in

B. Bring mouse to Repository and click certificate Chain (CCA, NICCA
and NIC Sub-CA Certs)



NIC Certifying Autha
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| File Edit view Favorites Tools  Help

y - Windows Internet Explorer

2 ic.in;

i Faverites @8 NIC Certifying Authority I I

The maximum time limit for DS

Certificate Revocation List (CRLY
Certificate Chain (CCA, MICCA 8 NIC sub-CA Certs)

View DSC Fee Stmucture | Certificats Search

ard/USB eToken Driver

NOTICE: i i for Digital Si i C) issued under i

Act. 2000
It is to bring to the notice of ll concerned that NICCA would start issuing DSC as per new certificate profile as laid down in the Inferoperability
Guidelines ppon runication from CCA_ Al application vendors are requested to test their application with new certficates(DSC) which can be

from here:  SELA256 with 2048 Trust Chain

+4+ NOTICE =
O required to get i esh DSC with bits for their ROLE CARDS on immediare basis
:ting DSC cards with SHAL will not work for DSC issuance. Pls send your request immediately to NICCA Delhi. Those who have
already issued SHA256 card NEED NOT to request fresh DSC for their Role cards. (Pls update your client to JRE 6) Download JRE 6 (32 bit)
FAQs for DLL to select RAA & CAO card/token
Prercquisites for Token Installation

As per CCA directives:
From st January 2012, NICCA shall issue DSC with Signature Algorithm SHA256 with 2048 bits key strength only.

*z Login

Member Lagin 0
Administrator Lagin o

Mers.

Instructions for Digital Certificate Enrolment:
i key ion on etolen/ smart card
supports only Windows XP/2000/Vista/7.0 with browser IEG/7/8

C. Click on download (Left hand side window pane) and click download
certificate chain (.zip format). Save this file on desktop or desired location.

/= NIC Certifying Authority - Windows Internet Explorer

File Edit  view Favorites Tools  Help

camicin

5 Favorites & MIC Certifying Authority I |

Hod d
1it for DSC suspension/revocation request is 72 hours

Repository } | certinicate Chain Repository

P Certificate Chain
" Dowsload Overview

The Gontroller of Certifying Authorities (CCA) certificate, NIC - Certifying Authority (NIG-GA)

DIGITAL certificate and the subscriber's digital certificate form the Certificate Chain
é‘—‘)wﬁl“”’ In order for the subscriber's digital certificate to be validated (while encrypting or digitally
signing S/MIME messages, or while making https connections with a NIC-CA certified web

site), both the GGA and the NIC-CA certificates are mandatory.

These cerfificates do not come pre-installed with your browser. To download them, click
Download

HIC - Certifying Authority Certificate details

Version 3

Serial Number 2792

Signature Algorithm Sha256RSA

Issuer Details

Common Name CCAIndia 2011

Organization India PKI

Gountry IN

valid From Friday, March 11, 2011 1:45:11 PM
Vvalid To Friday, March 11, 2016 12:00:00 PM
Distinguish Name

Common Name NIC CA 2011

House Identifier A-Black, CGO Complex

Stract Addrace | dhi Baad Ko Palhi



NIC Certifying Authority - Windows Internet Explorer

| Fle Edt View Favortes Tools Help
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» Certificate Chain
~Download

DIGITAL,
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#95tart| | ) procsdurs - Misraso. . || €8 NIC Certifying Aut... @ Addrass not valid - ... | () Inbox - Outlook Exp... |  SC SED Driver

Unzip this file and it will display a number of files.

Certificate Chain Download

Download Certificate Chain (NICCA & CCA certs)

Download Certificate Chain (.zip format)
Install in Internet Explorer 5.x and above

» Click the link [Download Certificate Chain] ta begin the download of the file

» Save the file in the required location

» Right click on the saved file and select Install Certificate. The Certificate Import wizard
appears

» Click Next The Welcome window appears

» Click Next. The Ceriificate Store window appears with the ‘Automatically select the
certificate store. " option selected by default

» Click Finish. The message, Do you wantto ADD the following certificate to the root store?”
is displayed

» Click Yes. You will receive the message, The import was successful”

Sereenshots >»

Install in Netscape 4.7x

» Click the link [Download Certificate Chain] ta download chain inta browser

» The New Certificate Authority window appears.

» Click Next The New Certificate Authority window appears

» Click Next The New Certificate Authority window appears showing the details of the
certificate

» Click Next Awindow appears with check boxes

» Check all and click Next. The New Gertificate Authority window appears

» Click Next Atext box s displayed

» Type a name for the certficate (E.g. - NIC CA Root - INDIA PKI).
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Fnd  wiead  Info VirusScan  Comment  SFX

| B || chana - 25p archive, unpacked size 7,55 bytes

Name &

1,93
B sub-ca Far f.. 1,662
Enic cazoticer 1,5%
[Echain-2011.p7b 3,155
Eccandia 2011.cer 1,166

Packed | T. Modified CRCZ2

1,595 PKCS #7 Cortificstes  06-03-2007 15:21  FFC3E7ES
1,183 Securiky Certficabe  24-05-2011 1248 C2439658

1,176 Securty Certficate  24-05-2011 12:45  ZE6COSEE
2,372 PKCS #7 Certficates  05-04-2011 10:48  D7039378
675 Securty Certficats  24-05-2011 1247 GAET2967

=L

#start| | 5] procedurs - Micreso. . | @ Nic Certifying auth... | 5 Inbox - Dutlook Exp... | £3 abe

[Tokal 9,535 bykes in 5 files

|[ & chain.zip - Winka. .

|«<®® i @ 128




E. Install NICCA 2011 and NIC Sub-CA for NIC 2011 certificates directly.

SEE

<

Comment  5FX

RN REER T

Add  ExtractTo  Test view  Delete  Fnd  Wiad  Info

[E || [& chan.zp - 2P archive, unpacked size 9,535 bytes

Name &
Eoidchain.prb
1C sub-CA For . General | Details | Certication Path |
EIuc ca2011.cer
hain-2011.p7b
Eccatndia 2011.cer

Packed | Tvoe [ Modified [ CRC32 |

Certificate Information

This certificate is intended for the following purpose(s):
Ensures the dentity of 3 remote computer =
« Proves your identity to a remte computer

« Frotects e-mai messages

« Ensures saffuware came from software publisher

« Fratects software From alteration after publication

« Hllows data o be signed with the current tme =

Issued o NIC CA 2011

Issued by: CCA India 2011

valid from 11-03-2011 to 11-03-2016

Install Certificate. ..

3 mg Selected 1,596 bytes in 1 file Total 9,535 bytes in S files
#tart| | ) procedurs - ic. . | @ NIC Certifying ... | ) Inbox - Gutiook... | L3 abe | & chain zip - win... || T certificate « W8 K 1305
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Add  ExtractTo  Test  View  Delte  Find  Wiard  Infa | ViusScan Comment  SFX
[E] | /B chain.zip - z1F archive, unpacked size 9,535 bytes
Name & Sice | Packed [ Tvoe [ Modified | cRC32 |

[7]]
Eoidchain.p7b
[EIMIC sub-CAfor ... General | petals | Certfication Path |
[Eic ca zotLcer |
[Echain-2011.p7b
[Elcca ndia 2011.cer gaT

ficate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate brust
lists, and certifieate revacation lists From your disk ko 2
certificate store,

imetio
used ta protect daka of to estabiish secure network
connections. A certificate store i the system area where
certificates are kept.

& certificate, which is issued by a certification authorty, is
 confirmetion of yeur identity and contains information

To continue, click Next,

— Next > Cancel

—]

53~ [Selected 1,59 bytes in L file Total 9,535 bykes in & files
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[E] | /B chain.zip - z1F archive, unpacked size 9,535 bytes
Name &

Packed [ Tvoe [ Modified | cRC32 |
Eoldchain.p7b

BE
[EIMIC sub-CAfor ... General | petals | Certfication Path |
[Eic ca zotLcer |

& chain-2011.p7b
CCA e ZE'I’“ - Certificate Import Wizard

Certificate Store
Certificate stores are syskem areas where certificates are kept,

windows can autematically select a certificate stare, o you can speciy a location for
 aAutomatically select the certficate store based on the type of certificate:

(" Flace all certificates in the Foliowing store

[EE|

— < Batk Next > Cancel

—]

53~ [Selected 1,59 bytes in L file Total 9,535 bykes in & files
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Install CCA India 2011 certificate under Trusted Root Cerificate only.
[5x]
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[E || [& chan.zp - 2P archive, unpacked size 9,535 bytes

Name & [ size |
:

i
Eoidchain.prb 1,936

e tatat vess  Genersl | Detals | Certfication Path |
EINe cA 2011cor 1ess
hain-2011.75 3,155 =
EEICCA Tndia 2011, cer 1166 Certificate Information

This certificate is intended for the following purpose(s):

« Al issuance policies
« &ll application policies

Issued to: CCA India 2011
Issued by: CCA India 2011

id from 11-03-2011 to 11-03-2016

Install Certificate. L

Total 9,535 bytes in & files

E3mg Selected 1,166 bytes in 1 file
53 abo | & chain zip - win... || T certificate <M ROy 12:54
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[E] | /B chain.zip - z1F archive, unpacked size 9,535 bytes
e I | e T =
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Eoidchain.p7b 1,93
B sub-ca Far f.. 1,662
Eic caz01t.cer 1,59 [
[Echain-2011.p7b 3,155

1,166

Elccandazott.cer

Welcome to the Certificate Import
Wi

ard

This wizard helps you copy certificates, certficate trust
lists, and certFicate revocation lits from your disk to a
certicate store.

& certificate, which is issued by a certification authority, is
 confirmation of your identity and contains information
used to protect dats or bo establish secure netior
connections. A certificate stare is the system area where
certficates are kept

T continue, click Next.

Next > Cancel

—]

Total 9,535 bykes in & files

3 abe | B chain zip - win... || certificate «Wl Y 12:55
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53~ [Selected 1,166 bytes in L file
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Add  ExtractTo  Test view  Delete  Fnd  Wieard

[E] | /B chain.zip - z1F archive, unpacked size 9,535 bytes

Name &

Eoidchain.p7b 3
B sub-ca Far f.. 1,662

Enic cazoticer 1,5%
[Echain-2011.p7b 3,155
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Certificate Store
Certificate stores are system areas where certificates are kept

Windows can automatically select o certificate stare, or you can specify a lncation for
" Automatically select the certificate store based on the type of certificate

(& Place all certficates in the following store

Certificate store:
Trusted Roet Certification Authorities Browise,

<Back | Mexts> | concel

—]

Total 9,535 bykes in & files

| B chain zip - win... || certificate «W iy 12:56

5 [Selected 1,166 bytes in L fie
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5. ENROLMENT INSTRUCTIONS FOR DIGITAL SIGNATURE CERTIFICATE

When enroll for a digital certificate, cryptographic keys are generated and stored

on USB token.

A. Open the browser and go to https://nicca.nic.in .

/2 NIC Certifying Authority - Windows Internet Explorer

BEE
S0 - B e =[&ll%]x] 22

View DSC Fee Structure  Download DSC RequestForm  Download Smart CardUSB eToken Driver

NOTICE:

It is to bring to the notice of all concerned that NICCA would start issuing DSC as per new certificate profile as laid dovwn in the Interoperability
Ghidelines,

,upon communication from CCA- All application vendors are requestod to test their application with new certficates(DSC) which can be
‘downloaded from here:  SHA256 with 2048 Trust Chain

-+ NOTICE *+*
All CA/RA are required to get i esh DSC with bits for thmRDLECARDSnnmmedll h asis
because existing DSC cards with SHA1 will not work for DSC issuance. Pls send your request immediately to NICCA Delhi. Those who.
already issued SHA256 card NEED NOT to request fresh DSC for their Role cards. (Pls update your client ta JRE 6) Downlo: amsgnh.q
FAQs for DLL to select RAA & CAO card/token
Pr ites for Token Installation

er CCA directive:
DSCith Signature l].gnn'.hm SHA256 with 2048 bits key strength only.

From Lst January 2012, NICCA shall issue.

"t Login

Member Login

iAdministrator Login
More

Instruetions for Digital Certificate Enrolment:
Digital certificate enrolment & key generation on etoken/ smart card
supports only Windews XP/2000/Vista/7.0 with browser IE6/7/S

E
Start| | 6] procedure - Microso. .. || € NIC Certifying Aut...  [5) Inbox - Outlook Exp. | £ abc

| B chain.zip - winrar .| «®® p 1339

B. Click Member Login and login with User-id/Password issued

by NIC

Certifying Authority. (Note: User-id and password has been sent by NIC

on email IDs)

/2 NIC Certifying Authority - Windows Internet Explorer

BEE
GO - B = ; &= 2

Fle Edt Wiew Favortes Tools Help

s Favortes emcc rtifying Authority | J

) Your current sscuriey settings put your computer at visk. Click here o change you

B

Uiy settings.

'ﬂ‘ 7

Ll x

Member Login =

Aot usl| Workstiory (1 CH mlu\P
20- L

sacy policy | Legal disclaimer
Copyright® imited - All Rights Resarved

|
#start| | &) procedure - wicroso. . || @ NIC Certifying Aut... TOE RS RE@ 0

C. Insert USB token in USB port.

D. Click Enroll or Step-1 for generating Digital Certificate key pairs.

10



= NIC Certifying Authority - Windows Internet Explorer BEE

@*"/. [&7 ritps:firicea ic.injsubscriberomefathentcateLogin. s B3 B £

| Fle Edt view Favortes Toos Help

¢ Favorites @ NIC Certifying Authority

5 Your cuprent security settings put your computer st risk. Click here bo change your security ssttings

L] x

UserD |Name |Last Login Time |Regitration Autnorty |
G2_DL_38626 | A Baneriee [2012-11-25 17:24:54.0 |nic tion Authority |
The procedure requires you to go gh the 4 steps outlined below.
Tmportant:You are <ty ty website. . your browser

certificates of the Controller of Certifying Authorities (CCA), Government of India and NIC-Certifying Authority installed in your browser.

Click here for installation instructions >

Step-1: Enroll for a Digital Certificate Step-2: validation documents as per “The IT Act, 2000"
« Chaose the Enroll option of click here to énroll and generate  « Submit physical copies of the completed Cerfificate Request
your Digital Certificate key pairs Form and supporting validation documents.
bore > Nore >
Step-3: View your request status Step-4: Download your Digital Certificate
« Choose the View Status option or click here o check the. + After yau receive the email natification, choose the View
status of your Digital Gertificate request Status option or slick here to download your Digital
Gertificate
tiore »>

More >>

About Us | Repository | Contact Us | Privacy policy | Legal disclaimer
Copyright © 2010 Tata Consuitancy Services Limited - All Rights Reserved

=l
@Start| | 8] procedurs - Microsa. . || €8 NIC Certifying Aut.... 2OBnAS I 1020

E. Read the enrolment check of list and close.

(ED 1= B AU IR /~ NIC Certifying Authority - Windows Internet Explarer - B x
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_‘3 T e 5 Your current security settings put your computer ot risk, Click hers to changs your security settings... x % 84 Find ~
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Clipboard ™= (] Editing

Enrollment Checklist
1 i

Before proceeding with the digital certificate enroliment process, please read the following carefully:
System Requirements
Ensure that the following system requirements are met:

« Operating System: Windows 7, Vista, 2000, XP
«» Browser Internet Explorer 6.0 and above

Click here to download the latest version of Internet Explorer

Browser Settings

Active-X controls need to be enabled in your Internet browser. In order to ensure this, please do the following

+ Open a browser window
« Goto Tools >> Internet Options >> Security
« Click Default Settings’ and setta Medium'’

Enrollment Instructions

When you enroll for a digital certificate, cryptographic keys are generated and stored on your machine. (In case
you're using a Smart Card or a USB Token, the keys are generated and stored on the cardftoken). Ownership of
these keys forms the basis of your digital identity for digital signatures and encryption applications

During Enroliment you will need to specify the Cryptographic Service Provider (CSP) to be used for generation of
your key pair. The Indian IT Act stipulates that you use 2048 bit length keys. In case your browser does not support
2048 bit keys, you will need to update it with relevant patches.

| Cnoose the anpropriate CSP dependina on where vou plan to store vour private kev: N - El
) Done [T [ [ [ [@ttemet [a -  ®ow -

Page:S PageSofS At1T  Llinel Columm2 | Wordsi7 | % English(US) Tl p—

#start| | ] procedure - wicroso. . | @ NIC Certifying Auth... |[{@ NIC Certifying Aut. SOE RO FZEE 021

F. An Electronic Form will appear, which is self-explanatory. Fill in details as
mentioned in Digital Signature Certificate Request form.

(i) Certificate Class: It is fixed at the time of User-id creation.
(i)  Certificate Type:  Select Signing Certificate
(iii) Do you have a certificate request already generated? Click No

(iv)  Fill in seven mandatory fields under "Contents of your Digital
Certificate"

(v)  Cryptographic Service Provider : Select Microsoft Base Smart
Card crypto provider.
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IC Certifying Authority - Windows Internet Explorer

Fle Edt Yiew Favortes Tools Help

= &) hetps:/ricca mican st

S Favortes  @NIC Certifying Authorty

#stant| | 8] procedure - wiizroso. . || @ NIC Certifying Aut... Tom nﬂl@-&&s‘i!mzﬁ
G. Check all entries once again and click Generate Request. (A confirmatory
message will be displayed on computer screen. Read it and click OK). At this
time the pop-up will come to enter PIN of USB token. (Default PIN of USB
token is 0000)

 NIC Certifying Autho

SEE

&S - 8 womilrcorici: ECELE B Sk
S Favorkes @ NIC Cerbiying Authority ] J

PAN [ (eg: AAAAAT111A)

State * |New Delhi (eg: Maharashtra)

Postal Code * [110001 (eg: 518500)

Organisation Unit * |Directorate of IT (eg: R and D Division)

Organisation * [Indian Coast Guard (eg: ABC Organisation Ltd )

Hote: Kindly provide your DNS Name or IP Address below for Subject Alternative Name.

Email * [webmaster@indiancoastguard nic.in (2g: Anish@abe.co.in)

Country - Message from webpage ]

o
%))
allinformation related to yaur online request and certificate, including the authentication PIN
Select the Cryptograr required For downloading your certificate wil be sent to this E-Mail 1D,

Flease confirm your E-Mail ID; webmaster@indiancoastguard. nic.in

R e e IF your E-Mail 1D is correct, click OK. IF not, click CANCEL and correct it in the Enrolment Form,

HOTE : Indian T Act stipu Cancel to bs updated

with the relevant patches

hoose the te CSP below where you.
select the appropriate provider as directed by the manufacturer.

‘your private key. If you use a special device such as a smart card, please

Cryptographic Service Provider * [Microsoft Base Smart Card Crypto Provider =

Subscriber Agreement
By applying for, subméting, or using a Digital Cerfificate you are agresing fo the terms of the Subscriber Agresment

Generate Request

‘About Us | Repository | Contact Us | Privacy policy | Legal disclaimer e
Copyiont 2010 Tats Consultancy Sarvices Limed . All Rghte Rosrved &l

#/Start| | @] procedure - Microso. .. || @ NIC Certifying Aut.... TOM kS R2EE 038
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H.

7 NIC Certifying Authority - Windows Inte BEIES

& = [elnepsincniein B B 2

¢ Favorites @ NIC Certifying Authority 1 J

PAN [ (eg: AAARAT111A)
State * [New Delni (eg: Maharashira)
Postal Code * [110001 (eg: 518500)
Organisation Unit * |Directorate of IT (eg: R and D Division)
Organisation * lIndian Coast Guard (ea' ARC Organisation Ltd.)
Hote: Kindly provide your DNS Name or 1P Ad Skt L )
Email * (@abc.co.in)
Country * o
L o
The Cryptographic Service Provider or CSP is
NOTE : Indian IT Act stipulates that you use 21 keys, your browser has to be updated
with the relevant patches.
hoose the te CSP below where you your privale key. If you use a special device such as a smart card, please
lect the te provider as dieced by the
Cryptographic Service Provider * [Microsoft Base Smart Card Crypto Provider =
Subscriber Agreement
By applying for, submiting, or using a Digtal Cerfificate you are agresing o the terms of the Subscriber Agreement
Generate Request
‘About Us | Repository | Contact Us. Ii'\va cy policy | Legal disclaimer -
Copyrignt® 2040 Tata Consuitancy e - All Rights Reserved =l

@Start| | 89 procedurs - Microsa. . || @ NIC Certifying Aut.. TOM kDS R2EE 039

The Digital Certificate Key pair will be generated on USB token. A request

number will also be generated and displayed on computer screen. Please note it
down for futher follow up and save it to desired location.

K.

= NIC Certifying Authority - Windows Internet Explorer BEE

OC ~ [ oo mm

Fle Edt Wiew Favortes Tools Help

¢ Favorites @ NIC Certifying Authority

User Id: 62_DL_18626 RA Name: NIC Registration Authority
Hnkion SHIZSS dpplisank
Ta gt 5 centifisste with hash sigerithm SHAZES, pisaze send an cmailto ras@eamal containing
oot 5 Hh skt SHASSS & Moo Log IRt . T o 1 e e
Cerlificate Enrollment Form for Request Number - 125236
Crtificate Class cLass2
Gertificate Profile (Organcation
Certificate Type (Signing Cartificate
Contents of your Digital Certificate Request
Name A Baneree
Organizatio Indian Coast Guard
(Organization Unit Dirattorate of IT
New D
110001
n

= Emrollment Eorm by clicking [Print] b
i A

Go to Step2

About s | Repostor | Contset Us | Privscy pole | Legal dccisimer

=l
#start| | &) procedure - wicroso. . || @ NIC Certifying Aut... TUHE RS ZI@ 1040

No need to go to Step-2.

Go to Step-3 OR Step-4 to view the status of DSC Request or simply click

View Status on the top of the page.
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NIC Certifying Authority

(<}

Flo Edt Wiew Favortes Tools Help

dows Internet Explorer

B S ————

g

¢ Favorites @ NIC Certifying Authority ] !

User Id: G2_DL_38626 RA Name: NIC Registration Authority

View Status
- The hyperink an Request No. helps you to View/Download the certificate.
- The hyparink on Status helps you to visw the certificats life o/cle.
- The sorted column is indicated by image (3. Click a column title 12 sori recerds an that column.
- The image [ gives information/eomments given by the Registration Authority/Certitying Authority.

Reguest Request Type| Certificate Certificate

Generation Request Pending with Signing = 2012-1124
12523658 o) omce GENERATION £ finl i GClass 2 Organization  $5 2020

Page - 1/1

About Us | Repository | Contact Us | Privacy policy | Legal disclaimer
Copyright © 2010 Tata Consultancy Services Limited - Al Rights Reserved

=
#Start| | 8] procedure - i... [ @ NIC Certifying... @ httpi//nicca.n... | @ 70% of sc-sed-... | @ NG Cortifying ... | (5) inbox - Outioo... | |« % @ M @ 10:56

2 NIC Certifying Authority - Windows Internet Explorer
£ about:blank 5

| Fle Edt view Favortes Toos Help

= |
User id: G2_DL_38626 RA Name: NIC Registration Authority
Attention SHA256 Applicant: i
To get a certificate with hasn algorithm SHA256, please send an email to rza@camail nicin
containing Request #, Hash algorithm-SHA256 & Member Login ID/Ref. No. in the subject of
the email
Certificate Enrollment Form for Request Number - 1256236
Centificate Class |cLass2
Certificate Profile Organization
|certiicate Type: Signing Gertificate
Contents of your Digital Certificate Request
Name [ABanerjee
|organization Indian Coast Guard
Organization Unit Direclorate of IT
E-mail Address webmaster@indiancoastguard nicin
State New Delhi
|Postal Code 110001
|country N
| Subject Alternative e
Ipone @ mermet 7o - [®iow -

#Start| | 8] procedure - i... | % NIC Certifying ...| @ httpi//nicca.n... | @ 74% of sc-sed-... |[@NIC Certifying... () Inbox - Outioo... | |« % @ M i@ 10:57

L. The RA administrator and CA administrator of NIC, New Delhi
processes the certificate request. Digital/Encryption certificate will be
generated and authentication PIN will be sent to email address by NIC.
Now the view status will show download certificates.

14



7. DOWNLOADING DIGITAL CERTIFICATE ON USB TOKEN

A. Open the browser and go to https://nicca.nic.in .

2 NIC Certifying Authority - Windows Internet Explorer

GO - [e s i

ol
File Edt View Favorikes Tools Help
o Favortes @ NIC Corbfying Authority
The maximu
Pls read carefiully Encryption Key Backup Procedurs
View DSC Fee Structure  Download DSC Request Form  Download Smart Card 'USB eToken Driver
NOTICE: for Digital S
Act. 2000
Liis tobring to thznnwzufl.liamcaned that NICCA siould stat suing DSC s per new cortficte profileas lid down i the nferoperbity
CCA. Al i to test their application with new certficates(DSC) which can be
dﬂwﬂlm(ﬁed from here: S.H.Aliﬁ with 2048 Trust Chain Cluln
*+* NOTICE *+*
All CA/RA Administrators/Officers are required to get issued fresh DSC with SHA256/2048 bits for their ROLE CARDS on immediate basis.
because existing DSC cards with SHAI will not work for DSC issuance. Pls send your request immediately to NICCA Delhi. Those who have
already issued NEED NOT to rt for their Role cards. (Pls update your client to JRE 6) Download JRE 6 (32 bit)
FAQs for DLL to select RAA & CAO card/token
Prerequisites for Token Installation
As per CCA directives:
From Lst January 2012, NICCA shall issue DSC with Signature Algorithm SHA256 with 2048 bits key strength o
=2 Login ] ||

Merber Login

R e g

e
Instructions for Digital Certificate Enrolment:
Digital certificate enrolment & key generation on etoken/ smart card
supports only Windows XP/2000/Vista/7.0 with browser IE6/7/8
& Start| [ @NIC Certifying Aut_. 3 DSC | %) psc_con_Procedurs...| «W Ky 1123

B. Click Member Login and login

with User-id / Password issued by NIC
certifying Authority.

2 NIC Certifying Authority - Windows Internet Explorer

G‘\:/‘v [&] hetps:iiricea mican, .-

=&)<

2
File Edit View Favorites Toods Help
g Favortes @ NIC Cerbifying Authority
) Your current security settings put your computer 4t risk, Click here to charu;e vour secunty settings.. x
L |

:,H,@C@f?tﬁ

Member Login

T
Userid *
Pasawords [

About Us | Repository | ContactUs | Privacy policy | Legal disclaimer
Copyright © 2010 Tata Consultancy Services Limited - All Rights Res

=l
#Start| | @] procedure - Microso. .. || @ NIC Certifying Aut.... TOM kGRS 018

B. Click on View Status — This will show DSC request. If the certificate has

been generated a link will be provided on the DSC request humber.

15



NIC Certifying Authorit

dows Internet Explorer

& v [el nesin o neinn

iberHomefindex.jsp

Google

| Fle Edt View Favortes Tools Help

¢ Favoritss @ NIC Certifying Authority

User Id: G2_DL_38626
View Status

- The hypadink on Status helps you to

@istart| || @NIC Certifying Aut... 3 DSC

RA Name: NIC Registration Authority

~ The hypadink on Request No. helps you to View/Download the osrtificats.
the certificate life oycle.

- The sorted column is indicated by image (3. Click a column title 12 sori recerds an that column.

- The image [ gives information/eomments given by the Registration Authority/Certitying Authority.

Certificate Type | Cerlificale Class |Cerlificale Profile | Date of Request

125236 Gerlificate Generaled GENERATION Signing Gertificate  Glass 2 Organization 2012-11-24 10:50:30.0
125243 Certificate Generated GENERATION Encryption Certificate Class 2 Organization 2012-11-24 11:13:57.0
Page - 11

About Us | Repository | Contact Us | Privacy policy | Legal disclaimer
Copyright © 2010 Tata Consuitancy Services Limited - All Rights Reserved

| ) DSC_ton_Procedure

C. Click on DSC Request Number.

NIC Certi

ng Authori

dows Internet Explorer

&S + el remsiinees nicin/abeemberromeinds: o

= [ W|E31ES

Google

=

«TWARE 1127

| Fle Edt View Favortes Tools Help

¢ Favortss @ NIC Certifying Authority

) This website wants b run the Following add-an: Microsoft® License Manager DLL From Wicrosaft Corporation, IF you st the website and the add-on and wank ka allow it ko run, cick here...

N

Downioad Certificate

Common Name
Organisation Unit
Organisation
State

Postal Code
Country

Serial Number

Important: Certificate Download must be completed on the same machine used during certificate enroliment.

- Click Downlead” to download the certificate onte your Browser / Smart Card / USS Token, as applicable.
~¥ou will nasd to anter tha Authentication PIN sent to the Email ID provided in your certificate request
- Click 'Back to go back fo the View Status page.

Your Digital Certificate Information
A Banerjee

Directorate of IT

Indian Coast Guard

New Delhi

110001

N

3508ED7206D36AB61207

@istart| || @NIC Certifying Aut... 3 DSC

Limited - All Rights Re:

Back Download Replace

About Us | Repository | Contact Us | Privacy policy | Legal disclaimer
Copyright © 2010 Tata Consultancy Services. rved

| %1 pSc_con_Prosedure... | #) Inbox - dutiaok Exp

Click on download and OK.
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=[]
Zl[&][%]x ol

@\ 3 e [ rups

S Favortes () httpsyiicca.nic.njsubscribertiomefincudeasejdonni .. ||

[Message from webpage x|

9 ) The Certficate can anly be dowrioaded an the same machin fram which the request was generated, ik OK' to
e

(=] |@DSC,CDn7Prncedure‘.‘ () Inbox - Outlook Exp. .. «HBBAG 1159

& Start

& https:/inicca.nic.i...

E. Click on run to the pop-up and enter authentication PIN (Ten Digit
Alphabetic code — all Capital Letters forwarded by NIC on email)
and click on‘_download.

SEIE
Il [x] ol

8 NIC Cerbifying Authority ‘

wants to run the following add-on; 'Microsoft® License Manager DLL' from ‘Microsoft Corporation’, If you trust the website and the add-on and want to allow it to run, dick here. .. x
T £ e T AT 2l
NGRS oA e A TR
LA M Warning - Security
User Home  Enrol The application’s digital signature has been verified.
Do you want to run the application?
User Id: G2_DL_3862¢
Name: dsign
Download Certificate
Publisher: Tata Consultancy Services Limited
Important: Certificate C Fromi: (i)
E et [V Blways kst conkent from this publisher.
- Clck ‘Back o go beck
I e The dighal sgnature has been validated by 3 busted source Wore Tnformation
Common Name
Organisation Unit Directorate of IT
Organisation Indian Coast Guard
State New Delhi
Postal Code 110001
Country IN
Serial Number 3508ED7206D36AB61207
Please enter the PIN sentto in, the E-mail ID provided in the certificate request.
Authentication PIN

@ Start| |[@NIC Certifying Aut._. L3 DSC | %11 psc_con_procedure... | «[ZBWAES 11:30

F. When 10 digit Alphabetic code is enter and press OK, a pop-up
window appear and will prompt you to enter the PIN of USB token. Now the
certificate will be downloaded on your USB token.

NOTE: The default PIN for Gemalto e-Token is "0000" [Four times zero]
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PN |

Ok Cancel

ENABLING DIGITAL CERTIFICATE FOR NIC EMAIL ACCOUNT:

A. Open the Microsoft Outlook Express of your configured email account.

B. Select Option from Tool menu.

# Inbox - Outlook Express - Main Identity BEER
»
kK | = | @
Iate SendjRecy | Addresses  Find
Address Book.., Ctrl+Shift+B
Add Sender to Address Book
ject [Received - [ S|
¥ NIC-CA | Your Account Status has Changed 22-11-2012 12:49
) Wwebsite return_RHQIE)_Ock 12 23-11-2012 11:06
N z311-2012 20:19
-CA | Your Digh equest has beenR...  24-11-2012 10:48
11C-CA | Your Digit equest has been R, 24-11-2012 11:13

G WEBSITE RETURNS FOR THE MONTH OF OCT 2012 24-11-2012 16:50
< be

ted ... 26-11-00: 20

B Dec 10 j
@ dan 11
(3 Deleted tter | From: RECT. DIRECTORATE INDLAN COAST GUARD, HEW DELHI Tor webmaster@indiancoastquard.nic.in 7
| (S prafts (1) | Sublect: Fd: Re: RE; CG ADVERTISEMENT
please update this add with earlier one
egards
N | |

Allows you ko canfigure options,

#start| [[(2) Inbox - Outtook Ex... « p W@ 12:39

C. Select the Security tab of the Options dialog and Check Digitally sign all
outgoing message so that it is turned on.
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N

L3

General | Read | Receints | Send | Compose | Signatwes |
Speling Security Cormecion | Maintenance

D
Addresses  Find

Vinus Protection
O Select the Intemst Explorar secuity zons to uss: . MainIdentity|

il -

© Intemet zone (Less secure, but more functional] [Received ~ [ |
& Restricted sites zone [More secure] unt Status has Changed 22112012 12:49
IV \ain me when other applications ty to send mai a5 me. Q(E)_Oct 12 23-11-2012 11106
[V Da nat allow attachments to be saved or apened that could 2311701220119
potentiall be = virus. o Certificate Request has beenR...  24-11-2012 10:49
Downioad Images al Certificate Request has been R... 24112012 11:13
I Block images and other etemal cantent in HTHL &-mail RHS FOR THE MOKTH OF OCT 2012 24-11-2012 16:50
ST | Certificats has been Generated ... 26-11-2012 11:20
Digital 1D [also called cerlficales] are special Tell me more. OVERTISEMENT 26-11-2012 12:06
m dacumerts that allow you to prove your idzntly in
electionic tansactions. DigtalIDs.._ | —

To digally sign messages or receive enciypted
messages, yau must have 3 dighal ID. Get Digital ID

I™ Encypt contents and attachments for all outgoing messages

Advanced
ok | cercel | awr |

IV Digisly sign all outgoing messages

<l | 2l

754 message(s), 0 unread [ =L working Gniine [

a@5tart| |[(Z) Inbox - Outlook Ex... 3 DSC | ) psc_con_Procedure

« PafS 1241

Click on OK to dismiss the Option dialog.

When first time sending email enter the PIN of USB token.

1 Sent Items - Outlook Express - Main Identity SEIE
Fle Edt View Tods Messags Help ‘”
. 8 = S T o
CresteMal  Reply  Reply Al Forward prirk: Celere | SendjRecy | Addresses  Find
18 Sent Ttems Main Identity

4!

Attach Priority

TR R =
ER=) ~ =
[ e E“ % 00 9| e
E
oo e e o —

5 Outlook £
i Send b fope Paste Undo | Check Speling Sign  Encrypt Offline
g
| S subect: [rest %
Frial =] i = B 4

S localf|| Fie Edt View Inset Fomat Tools Messege  Help
O EATo: |voretect@indisncoastausrd.nic.in 2
Tse
Test

PIN:
—

el E
417 = T e

#start| | () sent tems - outio... | [ Test |1 smart cara P & 0sC | % psc_con_procedur... | |« % b I 12:56
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