2. DOWNLOAD ENCRYPTION CERTIFICATE

1. Open NICCA website and click Member Login.
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NOTICE: ion of i for Digital Sigr Certi {DSC) issued under Information
Technology Act. 2000

Itis to bring to the notice of 211 concerned that KICCA would start issuing DSC 2z per new cartificats profile 2z 12id down in the Interoperability
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S6with 2048 Trust Chain
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All CARA Administrators/Officers are required to get issved fresh DSC with SHA236/20438 bits for their ROLE CARDS on immediate
‘basis becanse existing DEC cards with SHAL will not work for DSC issuance. P1s send vour request immediately to NICCA Delhi Those who
have already issued SHA256 card NEED NOT to request fresh DSC for their Role cards. (Pls update your client to JRE ) Download JRE 6 (32
Lit)
FAQ: for DL to select RAA & CAO card ‘token
Prerequisites for Token Installation
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From Lst January 2012, NICCA shall issue DSC with Sizuature Alzorithm SHA?S6 with 2048 bits key strenzth only.
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Instructions for Digital Certificate Enrolment:
Digital certificate enrolment & key generation on etoken/ smart card
supports only Windows XP/2000/Vista/7.0 with browser IE6/7/8




2. Enter user ID and Password and click submit.
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3. Go to step 4 on screen and click download Digital Certificate.
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The Enroliment procedure requires you to go through the 4 steps outlined below.
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Step-1: Enroll for a Digital Certificate Step-2: Validation documents
a Choose the Enroll option or click hers to enrcll and generate = Submit physical copies of the completed Cariificsts Reguest
your Digital Certificate key pairs. Form and supporting validation documents.
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Step-3: View your requast status Step-4: Download your Digital Cartificate
= Choose the View Status option or click hers to check the = After you recsive the email notification, choose the View
status of your Digital Certificate request. Status option or click hers to download your Digital
Certificate.
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4. Now click Request No of Encryption certificate.
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5. Now press OK if JRE version 6 is not there.

P-ax | O nicca.nicin

- 3
Message from webpage ﬂ

4 JRE version installed is not supported. Please upgrade to JRE 6.
L[ﬁ\ Use the link at the end of the page to download required JRE.

This webpage wants to run the following add-on: 'Microsoft® License Manager DLL' from 'Microsoft Corporation’, T ]
What's the risk? L Allow | x|
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6. Insert USB token and Click Download.
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“Your Digital Certificate Information

Common Name BANERJEE AMITABH
State HEW DELHI

Postal Code 110001

Organisation Unit DTE OF IT

Organisation INDIAN COAST GUARD
Country N

Serial Number 230977980701 D4438CEE

NGTE: Java Runtime Environment 1.8.0_29 or sbove is required for loading the applet. Click hers to download JRE 1.6.0_29.
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7. Click OK.

User Id: G2_DL_38588 RA Name: NIC Registration Authority

Download Certificate
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8. Click OK.

User Id: G2_DL_38588 RA Name: NIC Registration Authority
Download Certificate
,
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R Select your digital certificate to digitally sign file(s) £
— 2
Click [Wiew Certificate] to view more details of the certificate
Issued To | Issued By Serial Mo | Expiration Date Issuer Detz
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Copyright (c) 2008 Tata Consultancy Services Limited.

This webpage wants to run the following add-on: 'Microsoft® License Manager DLL' from 'Microsoft Corporation’, r — X
What's the risk? |




9. Select certificate and click OK.

R Select your digital certificate to digitally sign file(s)
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10.  Enter USB token PIN (0000).
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11. Now Select save as option and give path then click save.
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